NASPO ValuePoint would like to remind Participating Entities of the importance of maintaining strong process controls during the recruitment and onboarding of IT resources under NASPO ValuePoint Master Agreements.
To support program integrity and reduce risk, Participating Entities are encouraged to reinforce the following best practices:
· Leverage the Vendor Management System:
Utilize the Vendor Management System (VMS) to the greatest extent possible for candidate communications, scheduling, submissions, and audit tracking. Where a VMS is not used, establish a clearly documented and consistently applied process with the Contractor prior to initiating recruitment activities.
· Verify Candidate Identity During Interviews:
Confirm candidate identity at the start of interviews through live video participation. Compare the individual on screen to submitted identification and/or candidate profile materials. Be alert to signs of proxy interviewing (e.g., delayed responses, off-camera coaching, inconsistent communication).
· Implement Multi-Factor Identity Verification:
Utilize available identity verification tools and require supporting documentation prior to onboarding. Where feasible, incorporate multi-factor or third-party identity validation processes.
· Validate Credentials and Work Authorization:
Independently verify candidate qualifications, certifications, prior employment, and work authorization status, particularly for high-risk or sensitive roles.
· Control Interview and Communication Channels:
Require that all interviews and communications occur through approved and secure platforms. Discourage the use of unapproved third-party communication tools or last-minute changes to interview logistics.
· Conduct Post-Selection Identity Confirmation:
Reconfirm candidate identity at the time of onboarding and prior to granting system or facility access to ensure consistency with the individual interviewed.
· Report and Escalate Concerns Promptly:
Promptly report any discrepancies, concerns, or irregularities, including suspected impersonation or misrepresentation, to the program administrator and/or Contractor for investigation and resolution.
· Enhance Training and Awareness:
Reinforce training and awareness among hiring managers and program staff regarding established processes, fraud indicators (including impersonation and proxy interviewing), and escalation protocols.
· Maintain Documentation and Audit Trails:
Ensure that all recruitment and onboarding steps are documented and auditable, including identity verification actions and any exceptions to standard processes.
NASPO ValuePoint will continue working with Participating Entities and Contractors to promote consistent practices and strengthen safeguards across the portfolio.

